
 

 

Entity Registration Form 

 Date: /  / 
(dd/mm/yyyy) 

Service Plan 
Tick one (or both) of the below options depending on which service plan you are submitting the request 

for: 

☐ Legal Person Service Plan (submit SSL, Code Signing, eSeal certificate requests)  

☐ Natural Person Service Plan (submit Signing, Authentication, SMIME certificate requests)  

Entity Legal Information 
Provide the legal information of the Entity/Organization as it exists in the Pakistan authoritative source 

(such as the Official Government Gateway). 

Organization Name 
(legal name) 

 

Organization Identifier1 
 

Address  

City  

State/Province   

Country  

Phone Number   

Fax Number 
(Optional) 

 

Email Address  

 

 

 

 

 

 

 
1 Must be GOVPK. If the Government Entity is verified at a subdivision (state or province) level, then it must be ‘’GOVPK+ an ISO 3166‐2 

identifier for the subdivision (up to three alphanumeric characters)’’.  
For non-government entity the NTN is provided in the format VATPK-[NTN] 



 

 

Official Representative  
The natural person that has the authority to authorize certificate requests originating from an entity. 

He is the legally authorized official representative of the entity. It is also called Applicant. The Official 

Representative may be a Minister/Director/Chairman/Chief Executive/Head of the entity listed in the 

Pakistani authoritative sources. 

First Name  

Last Name  

CNIC Number  

Designation or 
Position 

 

Phone Number  

Mobile Number 
(Optional) 

 

Email Address  

 

Applicant Representative  
A natural person who is in charge of submitting legal certificate requests and legal certificate 

revocation requests on behalf of the applicant. 

In the case of Natural Person certificates, the applicant representative will also serve as an LRAO. 

First Name  

Last Name  

CNIC Number  

Designation or 
Position 

 

Phone Number  

Mobile Number 
(Optional) 

 

Email Address  

 

  



 

 

Add/Remove Applicant Representative 
This section is only required when one of the following purposes is selected, otherwise skip this section: 

☐ Enroll a new applicant representative in an existing entity. 

☐ Remove an applicant representative from an existing entity. 

First Name  

Last Name  

CNIC Number  

Designation  

Phone Number  

Mobile Number 
(Optional) 

 

Email Address  

 

☐ I/We hereby confirm that the information provided herein is accurate, correct, and complete and 

that the documents submitted along with this application form are genuine. I undertake to inform 

ECAC in writing of any changes to the information already provided on/with this form. 

 

 

 

        __________________________ 

      Official Representative Signature            Stamp 

 
 
 
 

  



 

 

Agreement Terms and Conditions 
1. Definitions 

The following definitions are used throughout this agreement.  

"Applicant" means the natural person that has the authority to authorize certificate requests 

originating from a government or legal entity. He is the legally authorized official representative of the 

Government or legal entity. In the remainder of this document, the words Applicant and Official 

Representative are used interchangeably.  

"Applicant Representative" means a natural person who is either the Applicant or employed by the 

Applicant: (i) who signs and submits or approves a certificate request on behalf of the Applicant, and/or 

(ii) who signs and submits a Subscriber Agreement on behalf of the Applicant. In the context of this 

CPS, the applicant representative oversees submitting certificate requests and certificate revocation 

requests on behalf of the applicant. 

"Certificate" means an electronic document that uses a digital signature to connect a public key with 

an identity (person or organization) and, at least, states a name or identifies the issuing certificate 

authority, identifies the Subscriber, contains the Subscriber's public key, identifies the Certificate's 

Operational Period, contains a Certificate serial number, and contains a digital signature of the issuing 

certificate authority.  

"Certificate Application" means a request to a CA for the issuance of a Certificate.  

"Certification Authority" or "CA" means an entity authorized to issue, suspend, or revoke Certificates.  

"Certification Practice Statement" or "CPS" means a document, as revised from time to time, 

representing a statement of the practices a CA employs in issuing Certificates. In the context of this 

agreement the CPS shall mean the ECAC CAs CPS that is published at ECAC’s public repository at the 

address at https://ecac.pki.gov.pk.  

"Intellectual Property Rights" means all now known or hereafter existing rights associated with 

intangible property, including, but not limited to, registered and unregistered, trademarks, trade 

names, corporate names, logos, patents, patent applications, software, know-how and all other 

intellectual property and proprietary rights (of every kind and nature throughout the universe and 

however designated).  

"Public Key Infrastructure" or "PKI" means a set of hardware, software, people, procedures, rules, 

policies, and obligations used to facilitate the trustworthy creation, issuance, management, and use of 

Certificates and keys based on Public Key Cryptography. In the context of this agreement, PKI shall 

refer to the PKI operated by ECAC to enable the deployment and use of Certificates issued by the ECAC 

CAs.  

"Registration Authority" or “RA” means a Legal Entity that is responsible for identification and 

authentication of subjects of Certificates, but is not a CA, and hence does not sign or issue Certificates. 

An RA may assist in the certificate application process or revocation process or both. When “RA” is 

used as an adjective to describe a role or function, it does not necessarily imply a separate body, but 

can be part of the CA. In the context of this Agreement, the RA term refers to ECAC internal RA that is 

the interface of Applicants for exposing and fulfilling the certifications services from ECAC CAs. 

https://ecac.pki.gov.pk/


 

 

"Relying Party" A recipient of a certificate who acts in reliance on that certificate/digital signatures 

verified using that certificate.  

"Repository" A trustworthy system for storing and retrieving certificates or other information relevant 

to certificates. ECAC public repository is accessible at the address at https://ecac.pki.gov.pk. 

"Services" mean, collectively, the digital certificate services and any collateral product, benefit, or 

utility that ECAC makes available to the Applicants.  

"Subscriber" means the Applicant to whom a Certificate is issued and who is legally bound by this 

Subscriber Agreement.  

“Subject” means the device, system, unit, or legal Entity identified in a Certificate as the Subject. In 

the context of this agreement, Subject populates the certificates issued by ECAC CAs depending on the 

type of certificates.  

“Web RA” means the application exposed by ECAC RA to Applicants. 

2. Services Provided by ECAC 

The ECAC operates multiple CAs and an internal Registration Authority (RA) function for the ECAC CAs 

focused on delivering end-to-end certificate lifecycle management for Government or Legal entities 

for the following certificate types: 

• TLS server certificates 

• Code signing certificates 

• VPN certificates 

• eSeal certificates 

The ECAC RA services are delivered as a combination of manual vetting/verification processes and 

technical processes supported by a dedicated Web RA application that is deployed within the PKI 

infrastructure implemented by ECAC.   

Applicants apply for the enrolment to ECAC services. The ECAC RA executes the enrolment process for 

an Applicant which results in the Applicant organization being created in the ECAC Web RA together 

with the Applicant representative. Once the Application representative is enrolled, he could access the 

Web RA with multi-factor authentication and can then access the following functionalities: 

• Submit certificate requests 

• Submit certificate revocation requests 

• View and track certificate requests orders 

• View certificate orders history 

The ECAC ensures the availability of the Web RA as a 24 × 7 service. The ECAC RA processes requests 

originating from Applicant representatives in accordance with the CPS of the respective ECAC CA.  

Overall, ECAC shall provide the following services to Subscribers in relation to the fulfilment of its 

services: 

• Certificate enrolment, certificate requests and revocation requests through ECAC RA function  

https://ecac.pki.gov.pk/


 

 

• Certificate issuance and revocation services 

• Certificate Revocation Lists (CRL) issuance and publishing on ECAC public repository 

• Online certificate Status Protocol (OCSP) services and responses 

• Publishing relevant agreements, policies, and practice statements on ECAC public repository 

at https://ecac.pki.gov.pk 

• Ability for applicants to submit certificate problem requests 

The ECAC ensures the availability of a support service available during normal business hours through 

the following contact details: 

PKI Director 

Electronic Certification Accreditation Council (ECAC) 

NTC Headquarters, G-5/2, Islamabad, Pakistan. 

Tel: +92 51 9213899 

Email: ECAC.certification.info@pki.gov.pk 

Certificate Problem reporting: ECAC.certification.problem@pki.gov.pk 

3. Applicant Obligations 

After the signature of this agreement by the parties, the ECAC shall enroll the Applicant and the 

Applicant representative to the ECAC Web RA. The Applicant representative will then be granted the 

right to use ECAC services as set forth in this agreement. The Applicant representative shall use the 

ECAC services only for the purposes that are permitted by this agreement and the corresponding ECAC 

CA CPS. 

The Applicant accepts the Terms and Conditions listed in this Agreement and shall adhere to the 

requirements provided in the corresponding ECAC CPS. The Applicant representative shall perform his 

duties under this agreement in accordance with the ECAC CA CPSs and shall keep up to date with the 

latest provisions of these CPSs.  

The Applicant is prohibited from outsourcing any aspect of its functions in relation to the services 

offered by ECAC.  

The Applicant has the right to submit certificate applications and certificate revocation applications 

using the processes and systems made available by ECAC. 

The Applicant shall provide accurate and complete information when requesting a certificate. The 

Applicant shall refrain from submitting to ECAC any material that contains statements that violate any 

law or the rights of any party.   

The Applicant shall be responsible for ensuring that trustworthy systems and methods are used to 

generate public-private key pairs, moreover key lengths and algorithms must be used which is 

recognized as being fit for the requested certificate as per ECAC applicable CPS. The Applicant shall 

exercise appropriate and reasonable care to protect, maintain sole control, keep confidential and avoid 

unauthorized use of its Private Keys. The Applicant undertakes to use the Certificates received from 

ECAC only for the intended uses as specified by the corresponding ECAC CPS. 

https://ecac.pki.gov.pk/
mailto:certification.info@pki.gov.pk
mailto:Certification.Problem@agce.dz


 

 

The Applicant allows ECAC to publish the serial number of the Subscriber's certificate in connection 

with the dissemination of CRL's and OCSP services. 

The Applicant undertakes to promptly cease using the certificate and its associated Private Key, and 

promptly request ECAC to revoke the certificate, if there has been loss, theft, modification, 

unauthorized disclosure, or other compromise or of the corresponding Private Key. The Applicant shall 

submit revocation requests to ECAC as per the revocation circumstances listed in the corresponding 

ECAC CA CPS.  

The Applicant shall ensure that identified breaches are timely discussed with ECAC RA and corrective 

actions agreed and executed when warranted by ECAC. The Applicant accepts that ECAC performs 

regular audits activities on the Applicant. Audits plans shall be communicated by the ECAC. 

4. Disclaimer of Warranty 

Within the limitations of the laws of ECAC cannot be held liable (except in case of fraud or deliberate 

abuse) for: 

• Profit loss 

• Loss of data 

• Indirect damage that is the consequence of or related to the use, provisioning, issuance or 

non-issuance of certificates issued by ECAC 

• Any liability incurred because of the Applicant violating any Pakistan in laws, any obligations 

listed in this agreement, or any obligations listed in the ECAC CA CPSs. 

5. Termination 

This agreement shall terminate at the earliest of: 

• Termination at convenience requested by the Applicant which will happen at the expiry date 

of the last certificate issued to the Applicant, 

• Failure by the Applicant to perform any of its material obligations under this Subscriber 

Agreement. 

Upon termination of this Agreement for any reason, ECAC may revoke the certificates issued to the 

Applicant in accordance with ECAC procedures then in effect.  

Governing Laws  

The laws of the people's democratic republic of Pakistan shall govern the enforceability, construction, 

interpretation, and validity of the present Agreement. 

Entire Agreement  

This Agreement constitutes the entire agreement between the Parties and supersedes all prior 

understandings, oral or written, between the parties.  

Severability  

If any provision of this Agreement, or the application thereof, shall for any reason and to any extent, 

be invalid or unenforceable, the remainder of this Agreement and application of such provision to 



 

 

other persons or circumstances shall be interpreted so as best to reasonably effect the intent of the 

parties hereto.  

6. Signatures  
 

IN WITNESS whereof, the Parties have caused their duly authorized representatives to execute and 

deliver this Agreement on the date below written. 

 
For and on behalf of ECAC: 
 
Stamp: 
 
Signature: 
 
Name: 

Designation:  

Date: 

 
Witnessed by: 
 
Signature: 
 
Name: 
 

 
For and on behalf of:  
 
Stamp: 
 
Signature: 
 
Name:  

Designation:  

Date:  

 
Witnessed by: 
 
Signature:  
 
Name: 
 

 

 
 
 
 


